“"VALUATION OF MACHINE LEARNING CLASSIFICATION MODELS FOR

DETECTING ELECTRONIC FUND TRANSFERS SCAM SMSes

A MINI THESIS £ BMITTED IN PARTIAL FULFILMENT

OF THE REQUIREMEN 3 FC THE DEGREE OF

MASTER OF SCIENCE (INFORMATION TECHNOLOGY)

OF

THE UNIVERSITY OF NAMIBIA

BY

FILLEMON SIMANEKA ENKONO

(200936344)

September 2020

MAIN SUPERVISOR: DR NALINA SURESH (SCHOOL OF COMPUTING,

UNIVERSITY OF NAMIBIA)



21 AC

The last decade saw the emergence of mobile banking and a pervasive transcendence
of spams from email to SMS communications. M-banking offers the users an ability
to execute EFT transactions using mobile devices and allow them to receive SMS
notifications acknowledging their transactions. While this provide conven 1ce )
m-banking users, in the wake of SMS spams it also presented vulnerabilities that could
be exploited to scam money and goods from them. To execute these scams, spammers
send forged EFT (e.g. e-wallet) deposit notification SMSes to unsuspecting 1 then
contact and request them to do EFT payments as refunds for the supposed erronec 3
deposits acknowledged by the bogus notifications. Similarly, during goods exchange,
scammers use torged deposit notification SMSes to trick sellers to believe that they
have paid for the goods. In Namibia, the high atfordability of SIM cards and the readily
available access to m-banking accounts such as e-wallet by anyone with a valid SI?

number provides a favourable operating enviro ient for the EFT SMS scamn  s.
Inferences from literatures on novel spam filtering techniques suggested that
implementing machine learning classification could help address the EFT SMS sc  1s
problem, partly motivatii this study to evaluate such application. Prevalent reportir -
of EFT SMS scams in local media (which mostly involves the country’s largest by
market share, FNB) and the observed lack of dedicated IT sol ons to ad ess such
problem were other factors that inspired this work. The study collected a dataset of
ham and EFT scam SMSes, from which machine learning features for classitying
SMSes were extracted. This was followed by a pre-evaluation to determine the features
that allow ham and EFT scam SMSes to be classified optimally. SMSes comprising
the collected dataset were then represented using the optimal features and used toti n

and evaluate Support Vector Machine, Naive Bayes and Random Forest class

(i1)



1 e” ation results reve “=d that the SVM classifier was the most etfective with
respect to detecting EFT scam SMSes, achieving a FNR=0.00, CA=0.992, Recall=1.0
and Fl-measure=0.995. The RF classifier followed with FNR=0.011, CA=0.983,
Recall=0.989 and Fl-measure=0.989; while the NB classifier came last with
FNR=0.027, CA=0.975, Recall=0.973 and F1-measure=0.983. The envisaged future
work will look to use the methods, tindings and conclusions drawn in this study to
guide development of mobile application(s) that implement machine learning

classification to detect EFT scam SV :s.
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1. INTRODUCTION

This chapter provides the research overview. It gives a background of the research
topic. explains the research problem and presents the research objectives.
Furthermore, the chapter outlined the rescarch limitations and delimitations, before

concluding with an outlook for the rest of the paper.

1.1 Background of the Study

In electronic communications, text messages can be categorised into two classes, a
class for desired and legitimate messages often referred as ham, and a class for
unsolicited messages commonly called spams (Yan, Zhang, Kantola, & Chen, 2015).

Spams comprises of phishing, advertisements and scam messages.

Ham messages often benefit both senders and receivers while spams tends to ¢ vy
benefit the former, frequently at a cost to the receivers (Mahmoud & Mahfouz, 2012).
The one-sided benefit of sending spam messages have necessitated for detection
fil ing applications to allow message recipients to reduce the nuisance and losses
inflicted by spams. Text message classification, which entails grouping messages into

classes, constitutes a fundamental component of spams detection and filtering

applications.

In the wake of the 21* century, spams and the associated detection and filtering were
largely common in email communications which by then were a more affordable and
perv. * y used form of ¢ ronic text communication (Cc ack, 2008; orsi,
2007). As the century progressed, evolvi-~ mobile telecommunication techn Hgies
stimulated the emergence of Short Message S¢ ¢ (S 3) as another predominant

..1».



form of electronic text communication. This stirred a transcendence of spams from
email to SMS communications (Almeida, Gomez, & Yamakami, 2011; Hidalgo,

Bringas, Sanz, & Garcia, 2006).

Contemporaneous to the rise of mobile spams, the 21* century also saw a steady
evolution and adoption of mobile banking (m-banking) services (Shaikh & Karjaluoto,
2015). Among other capabilities, m-banking offers users an ability to execute
electronic fund transfers (EFT) using mobile devices and allow them to re  ve SMS
notifications from banks, acknowledging their transactions. While such capability
provides banking convenience to m-banking service users, in the wake of SMS spams,
it also presented vulnerabilities that could be exploited to scam them. This culminated
in the emergence of scams, where spammers utilise forged EFT deposit notitication

SMSes to swindle money and goods from m-banking users.

A prior literature survey could not identify an established collective name used to
reterence these types of scams. Therefore, borrowing from the manner in which they
are committed, this study refers to them as EFT SMS scams. The literatures indicates
that novel spam detection and filtering techniqu  are increasingly becoming centred
around the application of machine learning classification (Akbari & Sajedi, 2015;
Choudhary & Jain, 2017). Machine learning classification allow the spam detecting
and filtering applications an ability to learn, evolve and adapt in order to remain
effective as the spam behaviours changes over time (Aragdo, Frigieri, Ynoguti, &

Paiva, 2016).



One of the key observations from literatures is that scholarly works on machine
learning SMS classification appears to mainly concentrate on detecting either the
general spam SMSes or phishing SMSes (Abdulhamid et al., 2017; Akinyelu &
Adewumi, 2014; Ezpeleta, Garitano, Zurutuza, & Hidalgo, 2017). This leaves out
similar problems such as those caused by EFT SMS scams to continue spreading
unabated as revealed in the next section. _ 1e aforementioned observation inspired this
research to train machine learning models for classitying ham and EFT scam SMSes

and evaluate their performances focussing on the detection of EFT scam SMSes.

2 Problem Statement

According to news media reports, m-banking service users across the globe suffer
huge losses in finances and goods at hands of EFT SMS scammers (Arde, 2012;
Christopher & Kar, 2018; Nagel, 2015). Local news media further ascertains that
Namibia is not an exception to the EFT SMS scams, with most scam reports appearing
to involve the country’s largest bank by market share, First National Bank (Erongo,
2016). The reported EFT SMS scams also seem to predominantly involve e-wallet
transactions. Based on the abovementioned reasons, this study focused on EFT SMS
scams involving e-wallet transactions and collected data from FNB Namibia

m-banking service users. The next paragraph explains the EFT SMS scams.

An EFT SMS scam often starts with a scammer forging a nc  fication SMS resembling
legitimate SMSes used by the bank to acknowledge EFT deposits. The s¢ mers
would then send the forged SMS to a victim and :  2mpts to swindle either money or

goods from them. Figure 1.1 describes a typical scenario of how scammers use forged









low SIM card costs and non-requirement for users to register them before use, which
allow scammers to purchase SIM numbers on a go and dispose the cards after conning
people. The availability of ATMs also allows scammers to promptly withdraw the
funds sent by their victims, before the victims realise that that have been conned and

inform banks to reverse the transactions.

Figure 1.3 presents samples of text extracts from various media describing the EFT
SMS scams in order to highlight the prevalence of such scams and disclose how they

are often committed.






Banking institutions often employ measures such conducting information campaigns
to educate users about EFT SMS scams in order to combat such frauds. User
complacencies, however create a room for these scams to continue growing. The
sustained regular reporting of EFT SMS scams in local news media and the observed
lack of dedicated IT solutions to address this problem. especially on the users” side has

contributed to the inspirations to carry out this research.

1.3 Objectives of the Study

The study undertook to fulfil the following objectives in an attempt to contribute

toward a solution to the EFT SMS scams problem:
a) Train machine learning models to classify ham and EFT scam SMSes.

b) Evaluate the models' performance prioritising on the detection of EFT scam

SMSes.

Objective a) involved using SMS features to learn Naive Bayes (NB), Support Vector
Machine (SVM) and Random Forest (RF) classitiers to predict the ham and the EFT
scam SMS classes. Completion of tasks such as acquisition ot appropriate SMS corpus,
determining a method to define and represent SMS instances, feature extraction and
selection is required prior to the commencement of experiments to address this
objective. These tasks along with the discussions of the considered classifiers from
which NB, SVM and RF were selected are presented in the next two chapters. The
final objective, b) involved evaluating the trained classifier models’ performances
using folds of testing data. The evaluation used several metrics (discussed in the next

chapter) and paid a particular attention to the de :tion of EFT scam SMSes



1.4 Siy ificance of the Study

The evaluation of the trained classitier models helped determine which classitfier could
be implemented into an effective practical application for detecting EFT scam SMSes
on mobile phones, essentially contributing toward a solution to the EFT SMS scams
problem. These contributions look set to benefit both the m-banking service users and
the banking institutions. Furthermore, prospective researchers on the subject of
machine learning application to counter SMS scams might draw important insights

from this research.

1.5 Limitation of the Study

Collecting SMSes required for the study, particularly the EFT scam SMSes turned out
to be very slow than anticipated. This limitation was addressed by extending the SMS
collection time from the initial envisaged four weeks to nearly twenty weeks. This
ensured that a relatively sizeable corpus of "7T scam SMSes was obtained.

Furthermore, this study is based on quantitative analysis only.

1.6 Deli  tation of the Study

SMSes that constituted the used ham and EFT scams corpora were collected from
Namibian residents only as they were easier to reach. Moreover, as a measure to keep
the scope manageable, the study only collected EFT scam SMSes involy 1g FN

Namibia, which as highlighted in the Background of the Study section appears to be

more affected by EFT S!' 3 scams than otl  localt iks.



1.7 Definitic of Terms
Classification: Refers to the process of predicting the SMS classes.

EFT scam SMSes: Refers to forged or fake EFT deposit notification SMSes that

scammers use to swindle money or goods from m-banking users.

EFT SMS scams: Refers to scams that involves the use forged EFT deposit

notification SMSes.

Ham SMSes: Refers to legitimate and desired SMSes.
SMS corpus: Refers to a collection or a dataset of SMSes.
Spam SMSes: Refers to the unsolicited SMSes.

WEKA: An open source software containing a collection of machine learning

algorithms for data mining tasks developed by the University of Waikato, New

Zealand.

1.8 Ou e of the Thesis
This thesis is structured in six chapters briefly described as follows:

Introduction: Provides the research overview, presents the problem statement and

outlines the objectives and significance of the study.

Literature Review: Presents an outlook of machine learning SMS classification based

on literature and outline the observed research gaps and best practices.

ssearch Metho : Describes the methods employed to collect data, pre-process it

and carry out the research experiments.

. 1 0‘H



Research  dings: Presents the research findings.

Data Analysis and Discussions: Presents an analysis, interpretations and discussions

ot the research data and findings.

Recommendations and Conclusion: Outlines whether the study objectives were met,
presents recommendations based on the analysis and interpretations of research

findings then concludes with a briet summary of the entire research.

1.9 Summary

Mobile banking users, locally and globally are suttering huge losses in finance and
goods at the hands of EFT SMS scammers. This study set out to train NB, SVM and
RF machine learning classifiers to predict ham and L. T scam SMS classes then
evaluated their performances in order to determine which of these classifiers can be

implemented into effective practical solution to safeguard m-banking users from EFT

SMS scams.

The next chapter will focus on scholarly works related to the study subject.

“1T



2. LITE AT EREVIEW

This chapter presents an outlook of machine learning SMS classification based on
literatures. Predisposed to discover best methods to fulfil the study objectives, the
chapter explored and examined similar works, paving special attention to approaches
of collecting SMS corpora, identifying and extracting features for classifving SMSes
and evaluating machine learning classifier. Furthermore, the chapter captured
strengths and shortcomings for the aforementioned methods alongside the observed

knowledge gaps and best practices.

2.1 SMS Corpora

Studying SMS classification requires access to an appropriate dataset or corpus of
SMSes depending on the study subject. With respect to this study, access to a corpus
of ham and EFT scam SMSes is required. Attaining access to a suitable corpus often
presents the first challer  that scholars must tackle prior to embarking on SMS
classification studies. Abdulhamid (2017) highlighted the difficulties associated with
obtaining appropriate corpus for SMS classification, narrating “accessibility to a
requisite dataset constitutesone of tl ¢ ‘lenges  earc rsoftenfaceins cessfully
carrying out research on filtering or classifying SMS spam messages”

(p. 15665).

Literature related to this research were surveyed to identify different approaches
normally employed to acquire SMS corpora for machine learning classification. These
approaches are categorised into three main groups described in section 2.1.1

through 2.1.3.
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1.1 Obtaining SMSes from ublic Corpora

This approach involves acquiring ham and spam SMS datasets from publicly available
corpora compiled by either other researchers or third parties. Several SMS
classification studies revealed to have used ham and spam SMS datasets derived from
public corpora (Ahmed, Guan, & Chung, 2014; Ezpeleta et al., 2017; Tan, Goharian,

& Sherr, 2012).

Some of the renowned examples of publicly available SMS corpora are the University
of California Irvine (UCI) and the National University of Singapore (NUS) corpora
(Abdulhamid et al., 2017). The UCT corpus comprises of spam SMSes, while the NUS
corpus is composed of both spam and ham SMSes. All these two corpora were created

specifically for research purposes.

Obtaining SMSes from publicly available corpora have an advantage that it is one of
the easiest ways to obtain the requisite datasets. This approach however also tends to
have some major limitations. Chen and Kan (20" ™) pointed out that there is a scarcity
ot appropriate public SMS corpora suiting specific studies. Nuruzzaman, Lee, and
Choi (2011) highlighted its other limitation, revealing that public SMS corpora often

lacks important details such as SMS sender numbers due to privacy concerns.

Public SMS corpora also tends to be affected by a major shortcoming t! * they often
contain outdated spam SMSes. Using most recent spam SMSes allows developing
¢l ifier models based on features from latest spams. This is particularly important
because spams are continuously changing as spammers employ new tactics to

circumvent existih  sp.  det 1 d filt sys' s. An application develc | :d
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based on old spams would likely be less effective in detecting and filtering the latest

spams.

In the context of'this study, the literature analysis has not identified any existing public
corpus of EFT scam SMSes. This made the approach of obtaining SMSes from public

corpora not a suitable data collection method in this study.

2.1.2  Extracting SMSes from Public Web-Based Sources

This approach involves acquiring spam SMSes from sources such as websites and web
forums where the public report and share spams. In employing this approach,
researchers otten manually extract spam SMSes from websites such as GrumbleText,
a United Kingdom (UK) web forum where users report spams (Almeida et al., 2011;

Junaid & Farooq, 2011).

Almeida et al. (2011) pointed out that the main drawback for this SMS collection
approach is the difficult and time-consuming process of going through several pages
to identity spam SMSes. One of its advantage is that it allows researchers to collect
both older and more recent spam SMSes. With respect to this work, this method looked

appropriate for collecting EFT scam SMSes.

2.1.3 Collecting SMSes  rectly from Users

This approach allows researchers to collect their own corpus of ham and spam SMSes
directly tfrom volunteering users. Chen and .an (2012) carried out a study that used

this method to compile a corpus for use by other researchers. Another notable study
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that used this method is by Mujtaba and Y n ~)14), who used several mobile

networks to collect SMSes from volunteers.

Analysing studies that obtained SMSes directly from users, indicates that this
technique is more suitable to use in the instances where there are no appropriate public
ham or spam SMSes corpora. This was demonstrated by Shahi and Yadav (2014) who
wanted to study SMS spam filtering for Nepali texts but no public SMS corpora for
Nepali language existed. When using this approach, specific attention has to be paid

to privacy issues to address the contributors™ privacy concerns (Chen & Kan, 2012).

In addition to allowing researchers obtain and use latest spam SMSes, another
observed advantage for this technique is that it allows researchers access to details
related to SMS senders. Although they might be useful in classitication, details such
as sender numbers are often missing when other methods such obtaining SMSes trom

public corpora are used during SMS collection.

Yadav, Kumaraguru, Goyal, Gupta, and Naik (2011) highlighted some of the
shortcomings associated with this SN collection method, pointing out that usit it
comes with the difficulty to obtain a significant number of spam SMSes. Following
such realisation, they decided to use incentives in form of food coupons in order to
encourage volunteers to contribute SMSes to the spam corpus. 1 the end, this
workaround allowed them to collect over 2000 unique spam SMSes. Tl 7 pointed out
that spam SMS duplicates was another problem they encountered. They explained that
nearly 50% of the initial 4000 spam SMSes they received from the users were

duplicates, which was because spammers often send the same messages to a la
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group of users. This revelation provides an alert to prospective researchers that wants
to collect SMSes directly from users to anticipate and plan a work around the possible

spam duplicates problem, which represents a good practice.

In attempts to evade shortcomings associated with individual methods of obtaining or
collecting the required SMS datasets, some researchers try to use more than one
method. Almeida et al. (2011) and Choudhary and Jain (2017) did this by using
publically available SMS corpora and also collecting SMSes directly from volunteers.
This research sought to emulate this best practice, and utilised the method of extracting

SMSes from public web-based sources and col ting SMSes directly from users.

2.2 SMS Feature Representation and Feature Ext tion

Cormack (2008) explained that prior to applying machine learning to class _ texts;
the texts have to be first represented as a collection of features. These features may be
derived trom the text or from extrinsic information related to the text. During training,
the features are used to learn the classifier to predict the text classes. While during
evaluation and application, the learnt model is used to predict classes for the test texts
or new texts defined using the same feature representation as the text u 1 to train the

classifier.

Choosing appropriate features to represent the text is crucial to classification because
it directly affects the resultant model's performance.  dalgo et al. (2006) underscored
the aforementioned disclosure, making the followir assertion: A bad representation

of the problem data may lead to a classifier of poor quality and accuracy™ (p. 107).



Surveying the literature revealed that two general approaches are employed to
determine the features to represent SMSes prior to applying machine le: ing
classification. One of the approaches is whereby the researchers or implementers
identify and determine which specific teatures they would use to represent and to
classify the SMSes (Choudhary & Jain, 2017). The other approach involves
representing and classifying SMSes using features extracted from SMSes tollowing
standard methods such as Bag of Words (BoW) and tokenisation, among others (Shahi

et al., 2014; Shirani-Mehr, 2012).

To identify features to represent and classify SMSes by oneself requires studying and
analysing the features to determine the distinctive ones that sets the different classes
apart (Choudhary & Jain, 2017; Nuruzzaman et al., 2011; Yadav et al., 2011). Features
deemed to separate different SMS classes are those understood to be suggestive ot an
SMS being either a candidate ot one class or the other. After identitying the features,
methods such as binary representation can be used to indicate the presence or absence

of the feature in each SMS comprising the dataset.

Following the approach described in the preceding paragraph, Choudhary and = 'n
(2017) publicised that after an in-depth study of the characteristic of sf 1 mes: s,
they identified features such as the presence of mathematical symbols, UF s, dots,
special symbols, emoticons and mobile numbers, among others, as su  cient to
classity ham and spam SMSes. Using the aforementioned features to represent their
SMS datasets, they were able to achieve 96.5% True Positive Rate (TPR) with a

Random Forest (RF) classifier. They defined the features representation using equation

2.1.

. 1 7“



1
s . : 2.1
where S; is an i feature, a binary 1 is indicative ot the feature presence in an SMS

while a binary O specifies its absence. The feature vector used in this case comprised

of ten features.

In a similar manner, Nuruzzaman et al. (2011) defined features indicative of whether
an SMS is a spam or not, using a vector table and binary representation. The vector
table constituted of five features "buy’, "free’, *Viagra", *SMS" and "book" as depicted

in Table 2.1.

Table 2.1: Features vector table

Yadav et al. (2011) also identified features to classify ham and spam SMSes. They
observed that special characters such as */* are more frequent in spams and that spam
SMSes have higher average word length and a higher probability of numeric words.
The observation led them to identify twenty features among which the “count of spam
words”, “count of /° and “average word length’ proved more intluential on tl

classifiers” efficacy.
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Examining the works where researchers determined which features to use to represent
and classify SMSes as described in the preceding paragraphs indicates that there
appears to be no guideline or standard rules that they follow. This makes using this
approach difficult especially for new researchers or those less acquainted with machine
learning text classification features. This method could hence be viewed as more
suitable only when a researcher is well accustomed to ham and spam SMS
characteristics and machine learning classification features. Nuruzzaman et al. (2011)
have highlighted another limitation tor this technique, exp 'ning that it is

time-consuming,

The second approach involves extracting features from the SMSes following standard
methods such as BoW, tokenisation and one-dimensional ternary patterns (1D-TP)
then applying classification based on such features (Giinal. 2012; Kaya & Ertugrul.
2016; Shirani-Mehr, 2012). Besides the fact that these methods tend to extract features
that allow effective text classification, they often produce a very la  number of

features, which if all used could result in slower classifiers.

Studying a hybrid feature selection for text classification, Gunal (2012) presented a
comprehensive description of the BoW feature representation. The study explained
that BoW representations ignore the actual ordering of words or terms in a message
and only consider the term occurrences. Each term constitutes an individual feature
that can be assigned a weight representing its signiticance ) the class. The most widely
used weighting methods with BoW are terms equency (TF) and term
frequency-inverse document frequency (TF-IDF). The TF weighting only considers

the number of occurrences of terms in messages, while the . .*-IDF scales down the
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TF weights by considering the number of messages in the collection that contains the
terms. The WEKA “StringToWordVector' unsupervised filter converts text string

contents to a similar representation as Bow.

The 1D-TP also reterred to as local ternary pattern (Tp) converts the message
characters to their 8-bits Unicode Transformation Format (UTF-8) values (Kaya &
Ertugrul, 2016). The character UTF-8 values are compared to that of their neighbours®
and the result is expressed as a decimal number. The number of neighbours ot a
character are represented by a P parameter. The P/2 characters before and after the
central character are assigned as neighbours of that character. The characters UTF-8

values comparisons are done based on equation 2.2.

1 Pc>Pi+ f
Tp=40Pc<Pi+ f and Pc=Pi—f8
~1Pc<Pi— B

; (2.2)

where Tp is a ternary pattern, Pc represents a central character, Pi represents
neighbouring characters Py, P, P> P;on the left and Py, Ps, Ps, P7on the right of Pe

and f is a threshold parameter chosen by the user.

Kaya and Ertugrul (2016) highlighted one of the drawback for the 1D-TP method,
describing that it presents a challenge in determinii  the optimal P and f parameters.
With this drawback in mind and the observation that the 1D-TP feature representations
have not been commonly used in similar works, this study opted to not employ it for

ham and EFT scam SMS feature representation and classification.

Tokenisation can also be used to establish the features to represent and classify v
Almeida (2011) used two difterent tokenisation 1 thods. The first method detined a
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token as starting with a printable character followed by any number of alphanumeric
characters, excluding dots, commas, and colons from the middle of the pattern. This
tokenization method allowed domain texts such as URLSs to be split at dots so that the
classifier can recognize a domain even if the subdomains vary. This tokenization
method appears more appropriate for classifying phishing SMSes which normally
contains URLs and web addresses. The second tokenization method defined a token
as any sequence of characters separated by blanks, tabs, returns, dots, commas, colons
and dashes. This tokenization served to preserve other symbols in the message that
may help separate spams from ham SMSes. This tokenization looked suitable to

represent SMSes that barely contain URLs.

In view of strengths and shortcomings associated with the two identified approaches
for representing and classitying SMSes, this study looked to employ both approaches.
It attempted to determine features that appear to distinguish ham and EFT scam SMSes
based on their observable charac*-~ti -~ and to employ feature extraction to extract

important textual features from the SMSes body contents.

“3F turesfor C ti C s ation

Not all features used to represent texts or SMSes contribute meaningful information
towards classification. Furthermore, text representation using methods such as Bow
often produce a very large number ot features, which if all used for classification can
adversely impact classification accuracy (CA) and runtime (Shahi et al., 2014; Uysal,
Gunal, Ergin, & Sora Gunal, 2013). Hence, it is imperative to analyse the features
representing the texts to determine which ones allow the classifiers to perform

optimally. Stressing the need to only use features that allow opt al classification,

.‘2 l -



Suleiman and Al-Naymat (2017) aftirmed that features that are less significant to
classification only degrades the classifier performance without offering any

improvement to the CA.

Features that allow classifier models to perform optimally can be determined in various
ways. Gunal (2012) explained that they can be identified either by applying
transformation or selection techniques to the features set. Feature transformation
techniques project the original feature space or set to a lower-dimensional subspace
that carries more relevant or discriminative information. Feature selection, on the other
hand, involves analysing and choosing ~ tures that are more relevant to classification

from the original feature space without changing their values.

Uysal et al. (2013) indicated that besides the existence of various feature selection
techniques such as filters, wrappers and embedded methods, text classification appears
to predominantly use filtering methods. They argued that filtering can be done
independently from the classifiers and it offers computational simplicity compared to
other methods. This trait is desirable for classifier models intended to run on mobile
devices, which have limited resources. Inforn | by this key revelation, this study
opted to use filtering to select the features that permit optimal ham and EFT scam

SMSes classification.

Gunal (2012) noted that filters assess the relevance of the features using scoring
schemes such as information gain (IG). Given by equation 2.3, the IG value for a
feature 4 can be defined as a reduction in the entropy that is achieved by * | ng A4

(Azh: 1sundari & Thanamani, 2013).



IG(A)  H(S) TEH(S), (23)

where H(S) is the entropy of the given dataset detined by equation 2.4 and H(S)) is the

entropy of the i"" subset generated by partitionit S based on feature A.
H(S) ==X, P(DlogP(i), (2.4)

where P(i) is the probability of class 7 in the data group S, while # is the number of

classes.

Some scholars also reported to have used methods such as text normalization (Aragdo
et al., 20106) prior to applying feature selection. These methods also contribute to a
reduction in the number of less significant features. This study chose to apply text
normalization during the feature extraction process since it eliminates the number of

unnecessary features created if both lower and upper case characters are used.

> Machine L¢ 'niin  Text Class ation Algorithms

There are numerous machine learning algorithms that can be used to classify textual
contents, including SMSes. Sections 2.4.1 throv * 2.4.4 describes and summarises
various machine learning algorithms that were considered to train and evaluate the

ham and EFT scam SMS classifiers in this study.

2.4.1 Naive Bayes

The NB is a simple probabilistic classifier based on the Bayes Theorem with strong
naive independence assumptions. These assumptions treat each word as single,
independent and mutually exclusive. The NB ~~nerally performs classification based

on terms frequency or words occurrence.
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A study by Nuruzzaman et al. (2011) revealed that Naive Bayes (NB) is among
machine learning algorithms that are broadly used for SMS classification. The work
highlighted simplicity as the main advantage of the NB classifiers. Ahmed et al.
(2014) cited speed as another advantage for the NB classifiers, revealing that for their
experiments, it took an average ot 0.13s to classify an SMS while the then state of art
NB text classifiers took around 70ps. The simplicity and speed traits for NB are

particularly desirable for classitiers intended for mobile devices.

The main limitation of NB classifier is associated with its assumption about the

features” independence, which is not always the actual case (Hedieh, Parast, & Akbari,

2016).

2.4.2 Support Vector Machine

The support vector machine (SVM) is a non-probabilistic binary algorithm that can be
used for classification and regression analysis (Hedieh et al., 2016). Similar to the NB,
the SVM is also reported to be broadly used in SMS classification (Reaves, Blue, Tian,

Traynor, & Butler, 2016; Shahi et al., 2014).

Rohith (2018) explained that SVM employs supervised learning and uses a set of
class-labelled training data points to build a model to predict classes >r new data
points. The model is built by representing the class-labelled data as points in space,
and subsequently mapping them such that points from different classes are divided by
a clear gap that is as wide as possible. The new data points are then mapped into the

same space, and their classes predicted based on which side of'the y ) they fa
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Several works on SMS spam detection that used SVM, reported CA above 90%
(Reaves et al., 2016; Shahi et al., 2014). When compared to other classifiers such as
NB, the SVM often requires a long training time (Hedieh et al., 2016). This is one of

the main limitation for the SVM classitiers.

2.4.3 -Nearest Neighbours

Uysal et al. (2013) explained that for each new data instance requiring classification,
the k-nearest neighbours (KNN) classifier determines the closest training example and
classities the new instance based on that example. The new data instance bei

classified is allocated a class that is most common for its k-nearest neighbours. For
instance, if k = 4, and three of the four closest neighbours to the SMS being classified
belongs to ham class, then that SMS would be classitied as a ham SMS. For special
cases where k = |, meaning only one closest neighbour is being considered, the new

data item is simply assigned to the class for its only nearest neighbour.

A study by Hedieh et al. (2016) highlighted that while the NN ¢" sitie are easy to
implement and update, their main limitation is that their performance tends to degrade
with increase in noise in the training data. The KNN did not appear to have been

regularly used for SMS classification.

2.4.4 Random Forest

Random Forest (RF) also appear to be frequently used for SMS classification, with
several scholars underlining its efficiency in classifying ham and spam SM s

(Shirani-Mehr, 2012; Suleiman & Al-Naymat, 2017). Chouc ry and Jain ~)17)

v.»2 5u



explained that RF classifiers construct a forest ot decision trees during the traini

phase and makes it random. Tekerek (2018) further expounded that when splitting a
node, the RF does not look for the most important feature, but searches for the best
feature among a random subset of features, which diversities the model and enables
it to perform better. The main limitation of RF is that it tends to be slow when the

number of trees is large (Donges, 2019).

From the four discussed algorithms; M | SVM and RF classifiers were trained and
evaluated in this research. The choice followed from the three classitiers reported
common use in similar works and their highlighted strengths as discussed and
explained from section 2.4.1 to 2.4.4. The research experiments were done using

WEKA plattorm, which contains all the selected three algorithms (Bouckaert et al.,

2002).

2 Classifier valuation! trics

Hossin and Sulaiman (2015) elucidated that selecting suitable metrics to evaluate the
performances is central to analysing and comparing various classifiers. Using
appropriate evaluation metrics allows determining the best-suited classifiers for a

specific problem or application.

Mishra (2018) noted that a classifier models may exhibit a satistying performance
when evaluated against one metric but perform poorly with respect to another. This
prompt for the use of several metrics when evaluating classifiers to ensure that their
performances are scrutinised and analysed from a number of perspectives. Classifier

performances are commonly evaluated based on cor  1sion matrix fundamental metrics
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of True Positives (TP), True Negatives (TN), False positives (FP) and False negatives
(FN) (Abdulhamid et al., 2017; Hedieh et al., 2016; Mahmoud & Mahfouz, 2012).
Table 2.2 depicts a confusion matrix and its four basic metrics used to evaluate

classifiers (George, 2019).

Table 2.2: Confusion matrix

PREDICTED
CLASS ,,
EFT 1 Ham J
Scam | ;
ACTUAL EFT
, . Scam
CLASS | Ham

Mahmoud and Mahfouz (2012) described the confusion matrix’s metrics with respect

to ham and general spam SMSes as follows:

TP: The number of spam SMSes that correctly classitied.
TN: The number of ham SMSes that are correctly classified.
FP: The number of ham SMSes that are falsely classified.

FN: The number of spam SMSes that are falsely classitied.

Other common metrics central to evaluating classifier performances can be derived
and computed from the four basic metrics of the confusion matrix. Suleiman and

Al-Naymat (2017) and Are "o et al. ~116) defined these metrics and gave their

respective equations as follows:
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FP Rate (FPR): reters to the rate of ham SMSes misclassifications.

FPR = 2 (2.5)

FP+TN

FN Rate (FNR): refers to the rate ot spam SMSes misclassifications.

E‘N
= —_ 2
FNR= _ — (2.6)

Classification accuracy (CA): gives the ratio of the number of correctly classified

SMSes to the total number ot input SMSes to the classifier.

TD4TN

CA = (2.7)

1rtre+TINEEN

Precision: denotes the ratio of messages classified as spams that are actually s} as.

Precision shows the exact correctness.

mn

Precision = (2.8)

LEtrr

Recall: denotes the ratio of actual spams that are correctly classified. Recall shows the

completeness.

TD

Recall (2.9)

1TV

Fl-measure: represents the harmonic mean of Precision and Recall.

F1 — measuse = (2.10)
rrecisiont+recall

2.6 Binary and Multiclass classi  ition

As explained in the Background of the Study section, SMSes falls under two general
classes, the ham and the spams. The ham class includes all normal, desired and
legitimate SMSes while the spams class includes advertisements, promotions, : 1S

(including EFT scams) and other unsolicited SMSes. For practical reasons SMS pam
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filtering and detection applications largely employ binary classifications as opposed to
multiclass classification (Abdulhamid et al., 2017; Akinyelu & Adewumi, 2014;
Ezpeleta, Garitano, Zurutuza, & Hidalgo, 2017). This is because multiclass classifier
models generally utilise more processing and storage resources (which are more

limited for mobile devices) compared to binary classifier models.

2.7 Summary

Three main approaches; obtaining SMSes from public corpora, extracting SMSes from
public web-based sources and collectit - SMSes directly from users are used to obtain
requisite corpora for studying ham and spam SMS classification. No suitable public
corpora for ham and EFT scam SMEs were identified, hence this study could only
collect SMSes either from public web-based sources or directly from users. Literature
indicate that NB, SVM and RF classifiers are commonly used to classify ham and
general spam SMSes. The study looked to use FPR, FNR, CA, Precision, Recall and
F1-measure performance metrics in conjunction with the confusion matrix of TP, TN,

FN, and FP to evaluate the classifiers performance.

The next chapter focuses on research methods.
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3. ESEA TCHMET )JDS

This chapter outlines the methods emploved to collect and pre-process the SMS
corpora. The chapter further explains and elaborates how the research experiments
were carried out. First, the used research design is explained, then the target
population is defined before a detailed presentation of the experimental procedures is

given.

3.1 Research Design

The study employed a quantitative experimental research design. Ham and EFT scam
SMSes were collected and WEKA (Waikato Environment for Knowledge Analysis)
data mining software platform was used to perform the experiments to extract, analyse
and determine machine learning features that can be used to optimally classity the
SMSes. As outlined in the Literature Review chapter NB, SVM and RF were selected
from the four classifiers that were considered because of their common uses in SMS
classification and their reported strengths. After training to predict the ham and EFT
scam SMS classes, the three classifier model performances were evaluated and
quantitatively analysed based on TP, TN, FP, FN, CA and precision among otl

metrics. The model training and evaluation followed a 10-fold cross-validation (CV)

approach.

3.2 Population

The study population comprised of FNB Namibia m-banking service users. As alluded
to in the Problem Statement section, most of the local E. . scam reports involve FNB,

making tl 't m-bankii service users the p« ionofin esttotheres h.” s
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population is virtually made up ot all FNB Namibia bank account holders and all
individuals with valid Namibian SIM numbers. The latter is due to the fact that an
individual only requires a valid SIM number to have access to EFT services such as

e-wallet, hence to be considered as a m-banking service user.

3.3 Sample

Two sampling techniques, purposive and selt-selection sampling were utilized to
simplify the data collection process. The purposive sampling technique w  used to
collect EFT scam SMSes from user posts on Facebook public groups. This technique
was further employed to target potential volunteers and users that had come across
EFT SMS scams to solicit for their contribution to the associated corpus. Self-selection
sampling, on the other hand, was used to grant m-banking users a choice to contribute
to the ham corpus. The elaborate steps on how these sampling techniques were utilized
are outlined in the Procedures section. A sample consisting ot 240 unique ham and

EFT scam SMSes was collected. This entire sample of SMSes was used in the study

experiments.

3.4 Procedures

The difterent methods and processes followed to collect and pre-process the ham and
EFT scam SMSes and to pertorm the study experiments e outlined and explained in

section 3.4.1 to 3.4.6.
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3.4.1 SMS Collection and aw /IS Feature Representation

Based on the deductions explained in the SMS Corpora section, two approaches were
identified as best suited to collect the ham and EFT scam SMSes. The two approaches

were implemented and applied as outlined in the following sections 3.4.1.1 and 3.4.1.2.

3.4.1.1 Extrac* 3 SMSes from Facebook Public Groups

This method was chiefly employed to gather the EFT scam SMSes and involved
searching and extracting them from user posts on Facebook public groups. Mobile
banking users have a habit of sharing screenshots of EFT scam SMS contents and
scammer mobile numbers on social media platforms such as Facebook to warn other
users. Facebook public groups have large user communities, making them an ideal
platform to collect EFT scam SMSes. At the time of data collection, the searched
Facebook groups have user communities ranging from 10 000 to over 170 000 users.

The groups listed in Table 3.1 were searched for EFT scam SMSes.

Table 3.1: Facebook groups searched for EFT scam SMSes

roup M
Crime in the City NAMIBIA Buy or Sell Namibia Central
Namibia Online Advertising The Market Place Namibia

Unam sample’s Buy or sell in WINDHOEK $$$$
NSFAF BENEFICIARIES Buy or Sell Anythir~* nibia
STREET MARKET WHK WINDHOEK OPEN MARKET
Buy and Sell Namibia WINDHOEKBUY AND SELL
Namibia Online Advertising BUY | TRADE | SELL NAMIBIA
Buy or Get it Sold Namibia Second Hand Sales
Namibian Classifieds by Buy or Sell Namibia North
Namlist
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As revealed in the Literature Review chapter, choosing an appropriate text
representation is paramount to machine learning classitication. The featu; : used in
this study to represent the raw or unprocessed SMSes were identitied following the
findings from extensive examination of ham and EFT scam SMS characteristics and a
consideration of features used in similar works. The used features are
‘senderNumLen". “senderSavedAs+362626", ‘content” and “contentLen” and were
used together with the class attribute smsClass™. Although “smsClass” is literally a
feature as well, it is referred to as an attribute in this work to set it apart from the
normal features. It specifies whether an SMS belongs to the ham or the EFT scam
class. During training, the values for the “smsClass™ allow the classifiers to learn which
features are associated with each SMS class, while during evaluation they are used to
determine the test SMS classes that are predicted correctly and those that are not. The

four features and the class attribute used to represent raw SMSes are described in

Table 3.3.

Table 3.3: Description of features used to represent raw SMSes

Features or Attribute  Description

senderNumLen Represents the total number of digits that constitutes the
mobile number ot the SMS source.

senderSavedAs+362626  Denotes whether the SMS sender number is saved on the

victim’s handset using +362626 as a name.

con 1t Contains the string content of the A4S dy.

contentLen Represents the number ot characters in the SMS body.

smsClass Detines whether the SMS belongs to Ham or EFT scam
class.
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3.4.1.2 Collecting SMSes fro  voli teers

This approach involved asking volunteers to contribute SMSes to the research and was
used to collect both ham and EFT scam SMSes. Ham SMSes normally contain private
user contents, which can raise privacy concerns as alluded to in the SMS Corpora
section of the Literature Review. To address such concerns, the SMS collection from
volunteers was done with their duly agreement and consent. Additionally, all
volunteers were informed of the research intents, and that dedicated eftorts would be
made to ensure their anonymity and to protect the collected SMSes data. The use of
this approach to collect the EFT scam SMSes was mainly motivated by the need to
complement the method of gathering them from the Facebook public groups. This was

to ensure that a reasonably sized dataset of EFT scam SMSes was obtained.

In the application of this SMS collection approach, firstly a Google form outlining the
study details and giving instructions on how volunteers can contribute SMSes was
created alongside a mini-survey. Although the mini-survey did not serve to contribute
to the central objectives of the study, it solicited views about EFT SMS scams from
the m-banking users’ perspectives. Such views aided with the understanding of the
research problem and helped with the problem descriptions presented in the

introductory chapter.

Electronic invitations to contribute SMSes to the study corpus were compiled and send
out to potential volunteers. These invitations, which had embedded URL links to the
study details Go¢ ‘e form and the mini-survey, were posted on the same Facebook
public groups used in the previous section to search for EFT scam SMSes. In addition,

they we  also posted on WhatsApp ~~oups such  "Buy and Sell (Windho.  °,"N U
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The Information Gain (/G) feature selection algorithm was used to evaluate the 1226
teatures and compute the information they contribute towards the SMS classification.
This allowed the features that are less signiticant toward classitying the SMSes to be
climinated from the set used to define the SMSes prior to classifier training and testing.
The graphic depictions and associated descriptions in Figure 3.6 describe the steps

followed to determine the features that could a »w optimal classitication of the ham

and EFT scam SMSes.

msAndEftScamsFtrs.arff’ dataset is loaded into

T is chosen for feature selection. The algorithm
values for all 1226 features and rank them.

threshold (/G is chosen. The process of
optimal IG s is further explained in Figure 3.7.

Ire selection based on the set optimal IG .
ove all features with /G values equal and below
[Gishid

5. Save the dataset of the selected optimal
features.

Figure 3.6: Determining features that allow optir~ SMS classification

Selecting the [Gspi value that allows optimal classification for a specific problem
required employing teature selection with various /G values, followed by training
the classifiers and then testing them using /S >ts detined with the selec |

features. The CA was used as the evaluation metric wh  determining the optin
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classification features. The /G values are bound by the [0, 1] set. If all features in the
-th

dataset are defined as £ and the /G value for an i feature f; is denoted as /G, then

applying /G feature selection with:
a. IGupu = x, where x<0 will result in a selection ot all features £ ¢t prising the
dataset (i.e. fiwith | > /G;> 0)
b. (G = x, where 0 <x <[ will result in a selection of teatures f; with

IZ IGI >[GI.\‘/I/(/-

The detailed process of selecting the optimal /G is described in Figure 3.7. The
process was repeated using all three classifiers and the optimal /G was selected

based on the overall results.
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compared to when all features are used. . .is was done by comparing the performances
of the models trained using SMS datasets defined using all the features (i.e.
‘hamsAndEfiScamsFirs.arff’) with those trained using datasets detined using the
features selected with the optimal (G (1.e. hamsAndEfiScamsOptFirs.arff’). As a
measure to save time for the actual evaluation, the classifier training and testing during
pre-evaluations used automated 10-fold CV, which performed auto dataset splitting
into training and testing folds and used the average CA as a performance metric. ..e
pre-evaluation outcomes are captured with the rest of the results in the Research

Findings chapter.

3.4.6 Classifier Models Evaluation

After analysing the pre-valuation results and ascertaining the necessity of using
optimal classification featu  the actual evaluation followed. The evaluation u: |
datasets defined using the optimal features instead of the entire set of 1226 features.
During the classifiers evaluation, it was imperative to inspect and analyse the results
for all the 10 training and testing iterations for the 10-fold CV instead of only looking
at the average results as was the case with the models pre evaluation : d during the
experiments to determine the optimal 1Gtshld. For this reason, a step by step manual
10-fold CV approach was employed. This allowed ¢ ervii  documentii  and
analysing the models’ performance during each training-testing iteration. Figure 3.8
and the subsequent expansions of points a. through d. gives an elaborate description

of the evaluation process for each classifier.
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d. The evaluation results’ confusion matrices of TP, FP, TN and FN were recorded
for each training and testing iteration. The average -aluation results were t
calculated and subsequently used to compute the values for other evaluations

metrics such as FPR, FNR, CA, Precision, Recall and F1-measure.

The evaluation results for the three classifier models are captured in the next section.
Upon the conclusion of the evaluation, the three models for classifying ham and EFT

scam SMSes were saved for future testing, validations or use.

3.5 1mmary

The research used a quantitative research design and utilised purposive and
self-selection  sampling techniques. The raw SMSes were defined using
-senderNumLen', “senderSavedAs362626°, “content” and “contentLen” features in
addition to the “smsClass™ attribute. Following this, the “StringToWordVector
unsupervised filter was utilised to extract words and terms features from the *content’
texts of SMSes constituting the corpus. Feature selection using IG algorithm was then
employed to select features that allow optimal classification. Upon validating the
necessity for usii optimal classification features, the NB, SVM and .. classifiers

were trained then evaluated followir a 10-fold cross-validation approach.

The next chapter looks at the findings and results obtained following the methods and

procedures that were presented in this chapter.
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4.2 Raw SMSes Representation
The raw SMSes were first represented using appropriate features prior to appl, __z
machine learning classification. The choice of each of the features and the class

attribute used to represent raw SMSes were identitied following these findings:

senderNumLen

Banks use short SMS codes (for example FNB Namibia uses +362626) to send EFT
deposit notification SMSes to m-banking users. The short SMS codes have fewer digits
compared to the normal mobile SIM numbers (for example +264811234567) which
spammers often use to send the EFT scam SMSes. This makes the number of digits
comprising the SMS sender number essential to making distinctions between
legitimate EFT deposit notification SMSes and the EFT scam SMSes. For this reason,
the “senderNumberLen™ was chosen as one of the features used in the representation

of raw SMSes.

senderSavedAs+362626

Spammers employ various trickeries in attempts to make the EFT scam SMSes look
as close as possible to the legitimate EFT deposit notitication SMSes sent by banks.
One of such tricks happens when the EFT SMS scammers attempt to swindle goods
from salespersons. Prior to sending the EFT scam SMS to the salesperson, the
scammer first requests to use the salesperson’s mobile phone and saves their number
using +362626 as a name without being noticed. This way when the victim mobile
phone receives the scam SMS, it will appear as it it was sent by +362(~", the short

SMS code used by FNB to acknowledge e-wallet and other EFT transactions. This can
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Content

The “content™ comprises of the SMS body and is a key feature because it contains most
of the SMS information. The employed feature extraction operated on the strings
contained in the SMS content, capturing all words and terms that could contribute
toward classifying the SMSes. Examining the ham SMS contents shows that they do
not seem to follow any specific structure; they contain slangs, acronyms and often a
mixture of words in different languages. This can be confirmed by examining the
words and terms features extracted from the SMS contents in Appendix C. The
contents for EFT scam SMSes on the other hand closely follow the structures of
legitimate EFT deposit notification SMSes. With exceptions of cases wl | scammers
have made errors when forging the scam SMSes, in most cases the only discernible
differences between legitimate and EFT scam SMSes is the sender number and the

number of digits constituting the sender number.

ContentLen

A close inspection of the collected SMSes showed that E. " scam SMSes  1erally
have more characters compared to ham SMSes. The “contentLen” feature was used to

capture such information in the raw SMS representation.

SMSclass

The class attribute labels are used for training the classifiers using supervised learning
and also during the model evaluation to validate which instances of the test SM s
have been correctly or wrongly classified. The SMS  tures may be alte | ¢

feature e iction or eliminated during the selection of f wures for optimal
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selected features to test the three classifiers performance. Table 4.2 shows the total

number of features selected using different /Gisnis values.

Table 4.2: IGnig values versus the total number of selected features

Figure 4.5 shows the average percentage CA for the three classifier mod

10-fold CV experiments to determine the optimal /Gispia.
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The next chapter provide ain analvsis aid discussions of the findines and resulis

preseated in this chapter.
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5. DATA ANALYSIS AND DISCUSSION

This chapter presents an analvsis of the research data and results. 1t further presents

discussions and in terpretations of the research findings.

5.1 Coliected SMSes, SMS Representation an Feature Extraction

From the four features used to represent raw SV s, the ‘content” which comprised of
the SMS bodies contains most of the SMSes textual information. Such textual

information can as well be used in ¢l if  tion of'the SMSes. It is, however, *ffic

to identify which of these textual features are appropriate to classify the SMSes.
Feature extraction and feature selection were hence correspondingly required to

capture the word and term features from the SMS contents and to determine which

ones are appropriate to classify the SMSes efficiently.

A total of 1223 features were extracted from SMS contents and used t¢  her with
senderNumLen'  senderSavedAs+362626°. “contenilen’, and the ‘SMSclasy
attribute to define SMSes in the “hamsAndEftScamsFtrs T co: F 1

provides descriptions explaining data structurit  for the ~hamsAndEftScamsFtrs.arff

corpus.






to be in order from the lowest to the highest, the order plays no role in classification

of the SMSes.

5.2 Selection of eatures for Optimal SMS Cl:  fication

During the process of determining which features allow optimal ham and EFT scam
SMS classification, the 1226 features used to define and represent SMSes in the
"hamsAndEttScams.artf” corpus were evaluated using /G feature selection algorithm.

The evaluation computed and  ked the /G values for all the features, then selected

the features whose /G values met the specified /G

It was showed in Table 4.2 that 120 features were selected using /Gy = 0. This
implied that only 120 out of 1226 features have /G values greater than zero. The
remaining [ 106 features have /G = 0. This means that by the /G feature 1 ion
evaluation they offer no significant information towards making a distinction between
the ham and EFT scam SMSes. This could be verified by comparing e class er
models percentage CA when all features were used to that when only features sele:

with /G = 0 were used. The comparison is summarised in Figure 5.2,






The employed /G feature selection used /G values from the {0.0, 0.025, 0.05, 0.075,
0.10% set. From this set, the /G = 0.025 which led to a selection of 49 features
emerged as the optimal /Guma. This was informed by observation that using SMS
datasets defined using the 49 features allowed the NB, SVM and RF classifier models
to either maintain or reach the highest average CA they have achieved. The NB
classifier model maintained its highest 97.1074% CA while SVM and RF models
reached 99.1736% and 98.3471% CA, respectively, which were their highest. For
SVM, this signified a 0.4133% increase from 98.7603%, while for RF it showed a
1.6529% increase from 96.6942% CA recorded with the use of all features which by
the IG evaluation contributed usetul information towards classifying the ham and EFT

scam SMSes (i.e. 120 features selected with /G =0.0).

5.3 Classifier Models Pre-evaluation

As acknowledged in the Research Methods and the Research Findings chapters, the
pre-evaluation experiments attempted to validate the necessity to use optimal features
to classify ham and EFT scam SMSes as opposed to using all features. As
demonstrated by Figure 4.6 in the Research Findings, with an exception to the NB
classifier which maintained its highest recorded CA, both SVM and RF classitier
models showed better or improved CA when optimal features were used instead of all
1226 features. In this respect, the SVM classifier model CA showed a 2.1397%
improvement from 07.0339% to 99.1736%, while RF showed a 2.0661% increase

from 96.281% to 98.3471%. These results essentially provided the required validation.
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5.4 Classifier Models Evaluation

The three classifier models evaluation, which followed a step by step 10-fold CV
approach, did not only allow comparisons of the models average performances but also
permitted close examination and analysis of their behaviours during each 10-fold CV
training and testing iteration. Sections 5.4.1 and 5.4.2 present an analysis and

discussions of the evaluation results.

5.4.1 Confusion Matrix Evaluation Metrics

The three classifier model results for the 10-fold CV training and testing iterations in

terms of confusion matrix TP, TN, FP, and FN values are presented in point 5.4.1.]

through 5.4.1.3.

5.4.1.1 Naive Bayes

Table 4.4a presented the TP, TN, FP and FN values for each of the 10-fold CV training
and testing iterations for the NB classifier model. The presented results show that four
of the iterations (i.e. 1, 6, 8 and 9) did not produce any misclassification. The FP and
FN are zeroes for the aforementioned iterations. The results further indicate that the
five iterations (i.e. 2, 3, 5, 7 and 10) all have FN=I, meaning that each of them has

resulted in one wrongly classified EFT scam SMS. From the table, only the " iteration

had misclassified a ham SMS, having a FP =1.

While the results clearly show that the NB classitier have very low FP values (i.c. only
one iteration have a non-zero FP), they also show that most of the iterations 1 3
have an EET scam SMS misclassified as a ham SMS (i.e. FN=1). This infers that the
NB classier model correctly predicted ham SMSes class more etfectively compared to
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EFT scam SMSes class. The average TP, TN, FP and FN values for the 10-fold CV
training and testing iterations stands at ...7, 5.7, 0.1 and 0.5 respectively, in

conformity with the preceding explanations.

5.4.1.2 Support Vector Machine

Table 4.4b presented the TP, TN, FP and FN values for the 10-fold CV training-testing
iterations for the SVM classifier model. The table shows that from the 10 iterations,
only one resulted in an SMS misclassification. This was the 4" jteration which has
FP = 2. The remaining 9 iterations all have FP = 0 and FN = 0. The corresponding
average values for TP, TN, FP, and FN metrics are 18.2, 5.6, 0.2 and 0.0 respectively.
An essential deduction could be made from the average FN= 0.0, whose value implies
that the SVM classifier model correctly classified all EFT scam SMSes that comprised

the testing folds.

5.4.1.3 andom For

Table 4.4c¢ outlined the 10-fold CV training and testing iterations TP, TN, FP and FN
results for the RF classifier model. The results show that only the 34 4™ gpd 9t
iterations have produced SMS misclassifications. Both the 3™ and 9" iterations have
FN = 1, meaning that each has a misclassified E1 . scam SMS. . ae 4™ iteration on the
other hand have FP = 2, having misclassified 2 ham SMSes. The average TP, TN, FP
and FN for the RF classifier model stands at 18.0, 5.6, 0.2 and 0.2 respectively.
Examining these average values gives a glimpse that the RF model performance lies

somewhere in between that of NB and SVM.
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In relation to each other, the average TP and TN values for the three models shows
that with respect to correctly classifying ham SMSes, the NB model perform the best
(i.e. TN =5.70), while SVM and RF models performs on par (i.c. both with TN=5.60).
[n terms of the capability to correctly classify EFT scam SMSes, the SVM model
performed the best with TP = 18.20, followed by RF with TP=18.0, then lastly the NB
with TP = 17.70. For this study’s context. the models ability to correctly classify EFT
scam SMSes carries more weight compared to its ability to correctly classity ham
SMSes. This is the case because the key purpose for employing classitication is to

detect the EFT scam SMSes in order to address the associated problem.

The three models performance in terms ot the average FP and FN values could be
better expressed and interpreted in terms of FPR 1 FNR, respectively. These two

rates are discussed in the next section.

54.2 O :r Evall tion Metrics

Although the TP, TN, FP and FN values for the three classitier models discussed in
section 5.4.1 give a preview of how the models performed, these evaluation metrics
are merely adequate to make a comprehensive analysis and comparisons of the
performances. Analysing the three models performances using the remainder of the
evaluation metrics such as FPR, FNR, CA, Precision, Recall and F1-measure can allow
a more elaborate discussion and interpretation ot their strengths and weaknesses.
Section 5.4.2.1 looked at the three classitier models™ performance in terms o' R and
FNR evaluationn rics, while section 5.4.2.2 looked at it from the perspective of the

CA, Precision, Recall and F1-measure evaluation metrics.
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The NB, SVM and RF classifier models have a 0.975, 0.992 and 0.983 CA,
respectively. These values show that on overall, the SVM model makes more correct

predictions of SMS classes, followed by RF, then the NB model which comes last.

The NB model showed the highest Precision = 0.994 compared to the SVM and RF
which both have Precision = 0.989. The Recall values for the NB, SVM and RF are
0.973, 1.0 and 0.989, respectively. SVM has the highest possible Recall value,
meaning that it had correctly classified all EFT s = SMSes, agreeing with the
interpretations presented in section 5.4.1. The Recall results also shows that the ..F
model has the second-best performance with respect to correctly classifyitr  EFT scam

SMSes while the NB model comes last.

From the discussions in the two previous paragraphs, the three classifier models have
contrasting performance with respect to Precision and Recall (i.e. NB have the highest
Precision than that for the SVM and RF models which are equal, but the lowest Rec |
compared to that for the SVM and RF models, which are highest and second-I-* ~hest
respectively). This can easily bring con” ion when tryit  to determine which of the
three classifier models gives the best overall performance with respect to classifying
both the ham and the EFT scam SMSes. This brings the necessity to analyse the
Precision and Recall values with respect to their respective equations (i.e. equation = 8

and 2.9) in order to explain the reasons for the contrasting model performances.

From the two equations, the differences between the two metrics which is in their
denominators is represented by FP in Precision and FN in Recall. As discussed in the

previous section the NB model have a superior | formance with respect to cor /
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classitying the ham SMSes (i.e. low FP) while the SVM and RF outperform it with
respect to correctly classifying the EFT as cam SMSes (i.e. low FN). This explains the
observed contrasting performances of the three models in terms of Precision and Recall

values.

The Fl-measure evaluation metric, which represents the harmonic mean of Precision
and Recall, helps ease comparisons ot different classifier models in scenarios such as
the one just described. The Fl-measure values for the NB, SVM and RF models are
0.983, 0.995 and 0.989, respectively. This sum up the overall performances for the
three classifier models, revealing that the SVM model performed the best, followed by

RF, then lastly the NB.

5.5 Summary

Evaluating the three classifiers indicated that the NB model performed the best with
respect to correctly classifying ham SMSes, followed by SVM and RF with similar
performances. From the perspective of the classifiers capability to detect EFT scam
SMSes, the SVM model performed the best, followed by RF, then lastly NB. ¢
overall evaluation result implies that the SVM classifier model is the most suited tor

ham and EFT scam SMS classification application, followed by RF, then lastly N

The next chapter looks at recommendations and concludes the study.
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6. RECOMMENDA [ONS AND CONCLUSION

This chapter presents recommendations drawn based on data analysis, discussions
and interpretations of the research findings. It expounds swhether the rescarch
objectives were met and shed lights on possible future works, before concluding with

a brief summary of the entire research work.

6.1 Reco mendations

The study progression from the introduction and review of similar works, through to
data analysis and discussions saw various key observations and inferences made. Such
observations and inferences led to the formulation of various recommendations. The
subsequent Section 6.1.1 through 6.1.4 summarises the main recommendations drawn

in doing this research.

6.1.1 SMS Collection

Due to the inexistence of appropriate public corpora for ham and EFT scam SMSes,
this study collected its own SMS datasets from public Facebook groups and from
individual volunteers. Although some of the shortcomings associated with collecting
SMS datasets using such approaches were expected as per revelations from the
reviewed literature, the full extent of such shortcomit = was se ingly
underestimated. The collection of particularly the EFT sc 1 SMSes from indivic

turned out to be very slow then initially anticipated, pushing the data collection
duration from the planned 4 weeks to nearly 20 weeks, leading to the extension of the
study duration. From this observation, this study recommends that pro ctive

scholars only consider the method of collecting EFT scam SMSes from vc inteers
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viable when they can afford to ¢ licate enough time to tI  Jata collection. If they do
not have sufticient time to collect the EFT scams or related SMSes, then they should
consider exploring avenues such as providing incentives to encour: : volunteer to
contribute to the datasets. The Literature Review chapter had revealed that such
methods have been used in similar works to fast track the process of collecting spam
SMSes. This study, however, opted to rather extend the SMS collection time, due to

the fear that providing incentives might encourage individuals to provide false EFT

scam SMSes.

While collecting the EFT scam SMSes from volunteers was very slow, extracting them
from Facebook user posts was fairly fast. With the continuing explosive growth in
popularity, similar works should not overlook the Social media as a possible data
collection tool or source. Havir ~ observed the lack of public corpora suitable to study
machine learning classification of ham and EFT scam SMSes, the datasets collected

in this study would be available on request for research purposes.

6.1.2 Feature Exti :ti

This study utilised “StringTo WordVector™ unsupervised filter to extract words or terms
features from contents of SMSes that comprised the used ~hamsAndEftScams.arft”
corpus. Although the research experiments showed that this method has extracted
teatures that allowed building classifier models that performed fairly we there are
other feature extraction methods that could as well be used. Other works can consider
using different feature extraction methods and compare the resultant classitier models’

performance to those in this study.
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6.1.3 Feature Set and Optimal Classification Features

A total of 1223 features were extracted from the 240 SMS contents and used together
with “senderNumLen’, “senderSavedAs362626°, “contentlLen” and “smsClass™ to
represent the SMSes. An application that safeguards m-banking users from EFT scams
by employing machine learning classification had to run on users’ mobile device.
Hence, it will not be ideal for such an application to store and execute SMS
classification using such a large number of features considering the limited storage and

processing resource for mobile phones.

The /G teature selection process identified a total of 49 features, which, when used to
define the SMSes, allowed the classifier models to predict classes with a better CA
compared to when all features were used. Deducing from the reduced features set and
the associated improved classifiers performance, this study recommends that the works
with classifiers models intended for mobile devices always consider employing
features selection. Furthermore, apart from /G feature selection, other methods like
correlation can also be used for the same application. Similar works can also explore

the use of such methods.

6.1.4 Classifiers’ Suitability to Detect EFT Scam SMSes

The overall evaluation results of the three classifiers show that the SVM classitier
model performs more accurate class predictions for the ham and EFT scam SMSes
compared to the RF and NB models. The particular strengths for the SVM model
comes with respect to its demonstrated capability to correctly classity or detect EFT
scam SMSes. Havii produced an average FN ) meant that it not misclassified a
single EFT scam SMS. Hence, if one is looking to In  lement an application that uses
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machine learning classification in a context that requires giving more priority to scam
detections such as this study, then it is imperative that they first look into using the

SVM classitier. RF classifier can be considered second before NB as a last option.

6.2 Future Works

The envisaged future works extension to this study will involve invest” ting the
possibility to tackle the research problem from a multiclass classification perspective.
The possibility of extending the used eva’ ition metrics to include others such as A~~~
Under the ROC Curve and the models” speed will also be examined. Furthermore, the
methods, procedures, observations and recommendations drawn in this study would
be used to guide a development of an actual mobile application that employ SVM

machine learning classifier to detect EFT scam SMSes on user devices.

6.3 Conclusion

The study collected a corpus of 184 ham and 56 EFT scam SMSes and used WEKA
data mining platform to perform the experiments. The raw SN s were ' fined using
tour features and a class attribute. This followed inferences drawn from the surveyed

literature and an analysis of ham and EFT scam SMS characteristics.

Filtering was employed to extract words and term features from the SMS contents so
that they can be used for classification together with the other features used to define
the raw SMSes. After the extraction, all the features were evaluated using IG
algorithm, leading to the determinit ot 49 optimal features that were used to define

SMS instances prior to the classifiers trainir~ and testing or evaluation.
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The training phases involved learning the NB, SVM and RF classifiers to predict the
ham and EFT scam SMS classes. This saw the fulfilment of the Research Objective
a). During testing, the trained classifier models™ ability to predict classes for SMSes
comprising the test folds was evaluated based on the TP, TN, FP, FN, FPR, FNR, CA,
Precision, Recall and F1-measure metrics. This saw the fultilment of the final Research

objective b).

Evaluating the three models showed that the NB can correctly classity ham SMSes
more effectively than the SVM and RF which performed on par in that regard. The
SVM showed a superior performance with res]  *to the capability to correctly cli ~ fy
or detect EFT scam SMSes, followed by RF then lastly NB. The overall evaluation
results showed that the SVM classifier model is the most efficient with respect to
classifying both ham and EFT scam SM! | followed by RF then lastly NB. This is
affirmed by the Fl-measure values of the three models, which summarises t :ir

performances, taking into account both their Precision and Recall values.
The envisaged future work as an ex’ sion to this study will consider developing a

mobile application that implements an SVM classifier model to allow m-banking user

devices detect EFT scam SMSes.
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