





Aludhilu, H. N. (2018). Critical Analysis of Intrusion Detection Approaches. Pap
presented at the Faculty of Science 6th Annual Science Research Conferen:
20" U ity of Namibia, ibia.

Alt  ilu, H.N. & Puente, R. . (2020). A Sys natic Literature Review on Intrusion
Detection Approaches. Revista Cubana de Ciencias Informaticas, 14(1), 58-

78.



T.°77"7 OF COM :NI1

ABSTRACT ...ttt ettt ettt b e st ebtebe ekt e b et st eneene il
LIST OF CONFERENCE PROCEEDINGS/JOURNAL . ICI " S... iii
TABLE OF CONTENTS ...ttt v
LIST OF TABLES .....oiiii ettt v vii
LIST OF FIGURES ...ttt viii
LIST OF ABBREVIA TONS ..ottt ix
ACKNOWLEDGEMENTS ..ottt X
DEDICATION ..ottt sttt Xi
DECLARATIONS ..ottt st s xii
Chapter 1: INtrodUCtion .........ccooeiiiiiiiiiiiiciicei e 1
1.1 Background of the study .......c.cocooveiiiiiciiii e 1
1.2 Statement of the Problem ..........ccoeieininiiiiiicieecen 2
1.3 ODJECHVES. oottt -
1.4 Si; ficance of the study......ccccoceiiniiiiiiiiii 3
1.5  Limitation of the Study ....cccoviiiiniiiiiiec e, 3
1.6 . limitation of the Study....cccoeevreeiiiiiiiiii e 4
1.7 Thesis OULHNE .......c.oouviieieiereveiie e 4

v












TISTC F L

Figure 1. Simple RNN architecture (Tiwari, 2018) ....c.ooivvieiiniiiieccce 19
Figure 2. L - M architecture (Deloche, 2017b).....cc.civiiiiiiiiiieieceeeceeee 20
Figure 3. GRU  chitecture (Deloche, 2017a) .....ccoioiiiriiiiniiieiiirieeceeieeeceines 21
Figu 4. Basic statistical ¢ iracteristics of UNAM dataset..........c.ccocoveoinrieneinene 37
Figure 5. Basic 1itistical characteristics of Kyoto dataset..............ccocecenvieinccncnencee 37

re 6. Basic statistical characteristics of Kyoto-UNAM dataset ..........cocveeeeeee. 38
F ire 7. Basic statistical characteristics of NLS-KDD dataset ...........ccccocevereennne 39
Figure 8. Data split into 10-£01dS ............ccooeoineiinimit e 40

viil






ACK Ow [ TS

[ would like to thank God for all the blessings and opportunities. ly sincere
appreciation goes to N power for the opportunity to uarsue a Masters ee at the
University of Namibia. My deepest gratitude goes to my supervisor Prof R. R. Puente,
for his guidance and encouragement. [t was a = :at pleasure for me to conduct "
work under his guidance.

My loving family and friends, thank you for eencc agement, support and constant

love.



hAS






Chapter 1: Introduction

This chapter presents the background of the study, the research problem, statement of
the problem, objectives of the study, s ificance of the study, limitations d the

delimitations of the study.

1.1 Background of the study

Computer network technologies have grown speedily in the last decade and they are
susceptible to numerous intrusions (Lotfallahtabrizi & Morgan, 2018). Network
intrusion is the act of obtaining unauthorised access to a system, with the aim of
compromising the system’s security to steal or modify the information found on the
system and compromise the availability, integrity and confidentiality of information
on a system. Computer systems are exposed to security vulnerabilities and therefore
the role of Intrusion Detection Systems (IDSs) has become important as they ensure
network and information security (Yin et al., 2017), by detecting malicious activities

on a network (Ponkarthika & Saraswathy, 2018b).

Recently, machine learning methodologies have been widely used for  veloping
IDSs, with Deep Learning as a new trend for buildi IDSs (Ponkarthika &
Saraswathy, 2018; Prajyot & Kalavadekar, 2018; Tang, Mhamdi, McLernon, Zaidi, &
Ghogho, 2018; Yin et al., 2017). Machine learning :thodolc ‘eshay : (e ve
in creating IDSs because they can automatically identify variations| v nn 1al

data and abnormal data with a high acct 1cy. Machine learning methodolc ‘esa »ws






Goes, 2013). The limitation of this study is that all possible netw  intrusions might

t be presented inthe = 2t created from the real-world  tworks.

1.6 Delimi i« of the: 1dy

1.7 Delimitations of the research are characteristics that determines the limits of the
study (Simon & Goes, 2013). This study confii | itself to developir ~ and
evaluating the performance of an RNN-IDS model, based on the main functionality
of an IDS: to detect attacks on a network. It also confines itself to working only

with three Recurrent Neural Network architectures: basic RNN, LSTM and GRU.

1 Thesis Outline

This section outlines the structure of the thesis according to the chapters.

Chapter 1: Introduction, it is the first chapter of the thesis which serves as an
introduction to the study. It presents the background of the study, res¢ h problem,
statement of the problem, objectives, significance, limitations and the delimitations of
the study.

Chapter 2: Literature Review, presents the literature from different studies. The top
covered include ¢ overview of I ' ision Detec 1 Systems, Recurrent M iral
Network for Intrusion Detection, real-world datasets, perfc 1 ce evaluation metrics
of IDS models and finally a summary of related work based on the use and

performance RNN IDS.



Chapter 3: Research Methodology, covers information regarding the research
approach, research des” 1 (Experimental Des 1), research instr—>nts, data
collection procedure, data analysis and research ethics considered in the study.
Chapter 4: Results ¢ Discussions,p.  ntstl cesults 1d further dis sstl s
of the study, focusing « the ¢ tion of traffic data m a -world network,
training and testing an RNN-IDS using several datasets and finally the performance
evaluation of the best model.

Chapter 5: Conclusions, provides the conclusions v ch arise from e udy, in
connection with the objectives of the study.

Chapter 6: Recommendations, presents the recommer tions from the study,
providing suggestions regarding the imbalance of classes in real-world datasets and

training of RNN models using real-world datasets.









S™ ature-based int  ion detection systt  makes e of the knowledge obtained from
analysing the behavic  of known intrusions on the1 work and the st em loc ; for
signs of previously known intrusions from the database of intrusion signatures (Satam,
2015). Signature-based IDS relies on  tern matching techniques to detect nown
attacks (Khraisat et al., 2019). Intrusions in the signature-based IDS : : detected by
matching their s  atures with intrusion s 1t s in the sigt ure dat: 1se. The
advantages and disadvantages of the anomaly-based and signature-based  Ss are

h" “lighted in Table 1.






























As outlined in Table 2, different Machine Learnit techniques used for intrusion
detection have tl rstre 1 limitations. Based on the strength of the Ma ™~ =
Learning techniques, Neural N vorks was identified to have favourable
characteristics for implementing IDSs. Apart from being able to learn, Neu

Networks have the ability to make decisions quickly and detect intrusions in real-time,
providing high accuracy. This is a strong characteristic in detecting intrusions as
intrusions are expected to be detected in real-time to prevent attackers from causing
harm to the system. The neural netwo  also does not need expert knowle e, meaning
it needs mi~*~am human intervention in order to detect intrusions. The Recurrent
Neural network specifically offers a high accuracy and detection rate, together with
low false-positive rate and therefore can be considered ideal for building ...S wi  the

aforementioned qualities that the RNN offers.

2.3 Recurrent Neural Netwo. for Intrusion Detection

Recurrent Neural Network (RNN) is an expansion or type of neural networks which
has an internal loop (Satam, 2015) as illustrated in Figure 1. The internal »op of the
RNN is used to process sequential information (Scikit-learn, 2019). Additionally, the
loop links each layer, stores and memorises the | vious input and apply it to the

current output (Ponkarthika & Saraswathy, 2018).
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regarded by Le, Kim and Kim (2019) capable of long-term leaming as it solves the
vanishing gradient problem, compared to the traditional RNN mo« , and therefore,
the LSTM is used to detect anomalies (Althubiti et al., 2018) '~ the ; which could

exist on a network.

Another variation of RNN is the GRU architecture, which is considered as a
simplification and enhancement of the LSTM (Xu et al., 2018). The GRU architect e
shown in Figure 3 integrates the forget and input gate, to have a single gate referred to
as the update gate and it also combines the cell state and hidden state (Le et al., 2019).
A GRU is known to have two gates; are  gate which describes the combination of
the new input and previous memory and an update gate which det nines the. ount
of previous memory to be kept. This means that tomake  lictions,the U 0ys
the gated mechanisms which is used to regulate input, memory, and the currently

available information (Li et al., 2018).

l 2DD1 1 vinit T *

Ficwre 3. GRU architectre (Deloche, 201 7a)
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2.4 Network traffic « et from a real-w« d e:twol environm

The network traffic datasets are an important aspect of anomaly-based intrusion
detection systems. Traffic dataset which can be used for training IDSs can be m
real-world environments. In this context, the environments are considered to be real
because the network traffic is captured from a productive net rk environment (Ring
et al., 2019). Traffic datasets from real-world networks present the existing real
networks moderately, compared to synthetic datasets such as NLS-KDD (UNB, 2015),
which according to Protic (2018) is not i« 1 for the portrayal of current real networks.
Additionally, the real-world traffic content can be considered not to be biased

compared to synthetic traffic content which may be biased (C: et al., 2018).

An example of a dataset from a real-world environment is the Kyoto University dataset
(Takakura, 2015). The Kyoto 2016 dataset is a collection of the uni* sity network
traffic data built on real traffic data and captured and obtained using honeypots,
darknet sensor, e-mail server and web . wler (Protic, 2018). The K to U vty
honeypot systems’ network traffic data consists of 24 statistical features, 14 features
from the KDD Cup 1999 dataset, and 10 more features (Agarap, 2018). Kyoto« aset
consists of data from existii  real networks, consisting of non-malicious ai  malicious
data, but it does not mention detailed information about the types of attack (Protic,

2018).

There are several limitations of using datasets from real-world network tr: ic. These
datasets are mostly imbalanced as they contain more non-nm " :ious u: aviour

compared to malicious user behaviour (Ring et al., 2019). Datasets which exhibit an
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unequal distribution between its classes are described as an imbalanced dataset (Armah
et al., 20 1. When the data is imbalanced, the ta :t class which is less is called the
minority class, and the class which is more is called the majority class. Additionally,
real-world network traces often need to be anonymised and the dataset from the real-
world network does not  ntion information about the attack types which are pre 1t
in the dataset (Protic, _ J18). There are also concerns about real-world network traffic,

such as inte ~~ity and cost (Haider et al., 2017).
2.5 Performance evaluation metrics of the model

The efficiency of a model can be measured using different metrics. The metrics include
the accuracy, precision and recall, which can be calculated using a confusion matrix
(Ingre & Yadav, 2015). A confusion matrix is known as a techniques used for
measuring the performance of Machine Learning classification and it is also a
comparison summary of the predicted and actual results in classification problems.
The confusion m: in* - £ of tal” w'' four di ) (

expected values and actual values as shown in Table 3.
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Recall and F-measure metrics, that are used to evaluate the performance of models.

The evaluation metrics are further explained in sub-sections 2.4.1-2.4.4
251 Acc cacy

The Accuracy of the model is calculated by the 1 “"> between the ¢ aset
which are correctly classified to the total amount of samples present in the dataset
(Elsherif, 2018). The accuracy me : provides the percent : of true detection over

the total traffic records, calculated using equation (1).

(D

Accuracy is r¢ - irded to be critical in classification and the aim should be to achieve
the highest accuracy (Yadav & Shukla, 2016). In addition, Prajyot and Kalavadekar
(2018) also assert that accuracy is the significant perfc .ance indicator of an RNN

model.
2.5.2 Precision

Precision is a metric which shows how many records, predicted by a model as
intrusions, are actual intrusions. The precision is the ratio of true TP over the sum of

TP and FP records (Elsherif, 2018) and it is calculated using equation (2).

2)







when the data are imbalanced. Therefore, when selecting a model, a combination of

measures should be considered instead of only depending on one mea: e.
2.6 Related work on NN IDS

Prior studies have modelled and evaluated the performance of IDSs based on the RNN
Deep Learning approach. Yin et al. (2017) explored how to model an intrusion [DS
based on deep learning using RNN. In their study, the RNN-IDS was proposed and
was compared to other machine learning methods. The important performance
indicator for their model was the accuracy of intrusion detection, which was used to
measure the performance of the RNN-IDS model. The experimental results showed
that RNN-IDS obtains h™ " classification accuracy as the experiment showed a 0d
detection rate of 83.28% on 100 epochs for the KL . . rain+ dataset (UY.., 201.,. The
study only used a basic RNN model and therefore recommends future classification
performance using other RNN model types such as LSTM RNN and Bidirectional
RNNs in order to review the classification efficiency of LSTM, Bidirectional RNNs

algorithm for intrusion detection.

Elsherif (2018) also built an IDS system based on RNN Deep Learning architecture
with bi-directional RNN, LSTM and bi-directional (LSTM) variations. The thre  RNN
variations were tested using NSL-KDD (UNB, 2015) benchmark dataset which is a
synthetic dataset. The performance of the proposed system was measured using the
training accuracy, Recall, Precision and . Measure. .. results showed that |-

Directional LSTM showed better results over other proposed RNN models.
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Xu et al (2018) carried out an experiment using the KDD 99 and NSL-KDD data sets.
The experiment obtained an detection rate of 99.42% using KDD 99 and a detection
rate of 99.31% using NSL DD with low false-positive rates of 0.05% -~1 0.84%,
respectively. This comparative experiment also showed that the GRU is more suitable
for IDS, compared to LSTM, and has shown that the C U is an effective enhancement

of LSTM. The study proposes an IDS consisting of a RNN with GRUs.

Ponkarthika and Saraswathy (2018) modelled an IDS based on Deep ™ :arning, using
the basic RNN and LSTM, trained with Knowledge Discovery Dataset (KDD) Cup
1999 dataset (KDD Cup, 1999). The study verified that the Deep Neural Network is
effective for IDS and the RNN was found to be an effective mo« * to train sequence
data. Additionally, the study » found t|  the * were detected v "1 by the
LSTM-RNN classifier which was used. Prajyot & Kalavadekar (2018) also described
a Deep Learning technique for Intrusion Det  ion using RNN and trained the model
usit the NSL-KDD Dataset. The IDS model was found to improve t! accuracy of

intrusion detection.

The RNN-IDSs developed in the aforementioned studies mostly used the KDD Cup
1999 or NSL-KDD benchmark dataset and did not use datasets from real-wo 1
production networks to eliminate the possibilities of a biased IDS. This shows that
there is a need to model and evaluate an unbiased RNN-IDS using a da’ et from a
real-world production network. Several variations of RNN also needs to be trained and
tested using real-world data in order to compare their perfc  inceor 1€ two different

types of datasets. This study made use of datasets from real-world production networks
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to train and test three variations of RNN and compared tt 'r perfo :es to obt

the best model.

2.7 Summary

In this chapter, the literature from different studies relate to this study was presented.
The chapter provided an overview of IDSs, includi- - different types of IDS such as
the anomaly and signature-based, the types of major attacks detected by IDSs and the
machine learning intrusion detection techniques. The chapter further presented the
dif nt RNN (Basic RNN, LSTM and GRU) which can be used for IDS, traffic
datasets from real-world networks for intrusion detection, performance evaluation
metrics of IDSs such as accuracy, precision, recall and f-measure. Finally, a oy

of related work based on the use and performance RNN IDS was presented.
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331 earch ‘uments

A research instrument is a mean of gathering information for a study (Kumar, 2014).
There are several data collection methods that can be used in quantitative research.
This study used observations which were carried out during the training and testing of

the RNN-IDS model.
3.4 Procedure
The procedure used to carry out this study involves the following steps:
1. Data collection
2. Data pre-processing
3. Experiment for training and testing RNN models
4. Perform: e evaluation of RNN best model
5. Analysis of results

Step 1 of data collection is presented in Section 3.4.1, followed by the data pre-
processing which is presented in Section 3.4.2, Section 3.4.3 presents the ex;  nent
for training and testi RNN models, Section 3.4.4 presents the | fi

evaluation of RNN best model and finally, the analysis of results ne in step 5 is

presented in Section 3.4.5.
3.4.1 Data Cc ection

For the RNN mc¢ :Is to be trained and tested, a dataset « network traffic is1  «

The RNN models used in this study are trained and tested on three diffe 1t data s:
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Qualitative to quantitative conversion is done by specifying a quantitatis  value for

each qualitative value.

The following feature conversion and encodings were done: Conversion of source and
destination addresses, conversion of time, the encoding of protocols and labelling of

packets. The aforementioned feature conversion and encodings are outlined as follows:

- Source and destination addresses are converted to numeric values only, with no
characters or letters. E.g. the address fe80::222d:7{f:fef7:63¢5 was converted
to a numeric value of 8022277635. L 'ng this conversion, ¢ 1 address was

converted to a unique numeric v " ue.

- Time is converted to a numeric value, for example 12:25:29 AM was converted

to a numeric value of 0.01769.

- Encoding of protocols and encoding of information feature were done using

numerical values as shown in Table 4 and Table 5 respectively.

- Packets are labelled with 0 indicating a packet to be non-malicious and 1 tc ¢
malicious. Malicious packets were found by using Wireshark suspicious traffic

in Protocol Hierarchy statistics.
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Pandas (Pandas, 2019), Numerical Python (NumPy) libraries, Matplotlib and Scikit-
learn were also used in this study. Pandas is an open-source Python library which v

used to import data and provide high-performance data manipulation. Pandas is also
used as a data analysis tool. Pandas is built on NumPy which makes data manipulation
and visualisation more convenient. NumPy is an open-source module of Py n, which
is used to create and provide mathematical computation on arrays (McKinney, 2012).
Matplotlib (Hunter, 2007) is a plotting library for the /thon programming lang ge
which was used in this study to visually plot the confusion matrix. Scikit-learn (Scikit-
learn, 2019) is an open-source Python library built on NumPy, SciPy, and Matplotlib.

Table 6 shows the software versions used in this study.

The study made use of a computer with the followir specifications:

e Operating System: Mac OS High S a

e CPU: 2.5 GHz Intel Core 15

e RAM: 16GB DDR3

e GPU: Intel HD Graphics 4000 1536 MB
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. _
Fablo o Torsions of volin wie us o

Softwa:

Python 3.6.8

Tensorflow 1.13.1

Keras 224
Pandas 0.24.1
NumPy 1.16.2

Scikit-learn 0.20.0

Matplotlib 3.0.2

3.4.3.1 Dataset Description

UNAM dataset, Kyoto 2016 dataset (Takakura, 2015), and NLS-KDD dataset (UNB,
2015) were used for the experiment in this study to train and test models. U AM d
Kyoto 2016 datasets consist of data extracted from real-world universities networks
environments while NLS-KDD dataset consists of synthetic data. T = NLS-KDD
synthetic dataset was used in the experiment in order to compare its perfo iance

the real-world datasets, using different models.

The UNAM dataset was created during this study and it consists of UNAM’s netwc
traffic data. The dataset was captured using Wiresha and the dataset consists ¢ 8
features and a total of 55000 records. Also, the UNAM dataset consists of 54874

records regarded as non-malicious data and 126 records regarded as malicious. The
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3.5 ata Analysis

Data analysis is a proc:  of systematically organising, examining and describii  Jata
by applying statistical techniques to the data (Neuman, 2011). For this study,
quantitative data analysis was carried out. The quantitative analysis involves numbers
and can use mathematical operations for the properties of the data (Walliman, 2017).
Quantitative data analysis was carried out using the F-measure, Precision, Accuracy

and Recall metrics.
3.6 esearch Ethics

A research ethical clearance from the UNAM Research Ethical Clearance Committee
(UREC) together with a research permission was obtained from UNAM Cent for
Postgraduate Studies (CPGS). Permission to use data from real-world network
environment available online was obtained through accepting the terms and conditions
of using the datasets before downloading them. Permission was also obtained from
UNAM Computer Centre to capture the university’s network data. Confidentiality,
integrity and anonymity of data was also preserved by not disclo = ; the obtained

traffic data to other parties and by anonymising traffic traces.

3.7 Summary

This chapter presen  the research methods used in this study. The chapter covered
information about the quantitative research apj rach, the p tal ¢ h

design, research instruments used in the study, rest ch procedure, data analysis and
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rescarch cthics const red in s study. T it chapter will present > results an

furth. discu theresults | 1c study.
























performance of the model and using different data sets and making predictions on all

of the datasets.

4.3 Performance evaluatic of the GRU model

The performance of the GRU model was evaluated using the confusion matrix which
gives a summary of the predicted results and the actual results in classifying it 1sic 3
using real-word dataset as shown in Table 13. For this study, a 2-class confusion

matrix that describes the performance of a binary classification model is used.

Luble 13 Confusion Marrix Resules of GRU model using veal-vorlid datas oo (0N VD

Actual Values

Negative Positive

Negative TN = 54538 FP =336

Predicted Values

Positive FN=15 TP =111

Based on the results from Table 13, the confusion matrix results show t! t| GRU
model made a total of 55000 predictions. A total of 54538 prediction cases v ¢
predicted not to be intrusions and they are not i1 usions. This means that : model

was correct to predict that no attack happened for those cases. A total of 111 prediction
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improve its performance in the real-world environment. Furthermore, the performance
of the model shows how the | -forman metrics such asp ision are weakened by
imbalance distributions of the classes in the dataset. By evaluating the performar

of the GRU model, the third sub-objective (RO3) has been achieved.
4.4 The Intrusion etection System

After evaluating the performance of the GRU model, the model is then stored, and
deployed using Tensorflow for it to be used as part of the RNN-IDS. TensorFlow-
Serving is a high-performance serving system which is used to serve Tensorflow
machine learning models (Olston et al., 2017), allowing a model to be deployed in
production environments (Baylor et al., 2017). Model deployment is > t it
allows the integration of the Machine Learning model with a production environment.
In this study, TensorFlow Serving was used together with a Flask web server which
was created using Flask version 1.0.2. Flask is a Python-based micro web framework
which can be used to create a REST API that allows sending of data, and re ive a
prediction as a response (Flask, 2010). TensorFlow Serving together with the Flask
web server makes up the model server.
The RNN-IDS works by saving network traffic m the real-worldn v : 1d the
ved traffic is then sent to the model server. At the model server, tt Flask " “Is
receive the traffic details through API calls, which then computes the predicte value

based on the GRU model and then returns the prediction.
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4.5 Summ:; vy

This chapter presented and further discussed the results of the study focusing « the
objectives of the study. A traffic dataset from a real-world network was created, as a
result, the first sub-objective (RO;) was met. By training and testing the RNN mo :ls
usii real-world ¢ asets and synthetic datasets, the second sub-« |ective (RO;) was
met. The performance of the GRU model was also evaluated which  wlted in the
third sub-objective (RO;3) being met. In this chapter, all the sub-objectives of the study
are achieved, therefore it can be concluded that the objective of the (ROn) is achieved

as well. The next chapter will present the conclusion of thes .

55



Chap - : Conclusion

This study created a practical traffic dataset from a real-world network, carried out an
experiment that compared RNN architectures (basic RNN, LSTM and GRU), offerir~
insight into how the RNN architectures perform when trained and tested with real-
world and synthetic datasets. Lastly, the study also evaluated the performance of the

GRU RNN-IDS model using real-world dataset.

All the objectives of the study were met, and in relation to the objectives of the study,
it is concluded that real-word datasets are important to train IDS model in order to
present the environment in which the IDS will work in. This will allow the IDS not to
be biased in the environment it will be used. Despite the effort to create a dataset from
real-world network traffic, the dataset is imbalanced, with extremely more non-

malicious behaviour traffic compared to anomalous traffic.

Furthermore, amongst the three RNN models, the GRU model showed that it is more
accurate compared to other models as it obtained the best accuracy perfo  ance score

on all datasets, and it obtained a good f-measure score compared to the other models.

The GRU model’s performance evaluation shows that the model has good accuracy,
precision, recall 1 f-measure for binary ¢ sification on the imbalanced \taset,
even though there are cases of false-positive and negative results. Moreover, the results
from the performance evaluation of the mo.  using the cho: me cs give

overview of how it can perform  an environment ith a possibi y of in alanced

classes.
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The contribution of this research to t| body of © >wledge is in the rs :tive «

using real-world dataset for intrusion detection system. The theoreticaland practical
contributions of this research includes a comparison of the RNN archi tures (basic
RNN, LSTM and C U), offering insight into how the RN] architect =s pe m
when trained and tested wi  real-world and synthetic datasets, and : evaluz in of

the performance of the GRU RNN-IDS mc 1 using real-world da  zt.
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Chapter 7: .ec end  ic

This study proposes the following recommendations, as emanated from the findings:

e . .ereis aneed to find methodsto s« 7€ 1ein ilance of classes in real-world

datasets, without turning the data into synthetic data.

e The models for the IDS need to be trained with data from real-world
environments similar to which they will be used in and therefo it is needed
and important to consider the environment in order to choose the best model to

be used in the environment.
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